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Data Encryption Standard

e DES duoc cong nhan vao nam 1977 bdi Vién
nghién clfu qudc gia vé chuén cta My (NIST —
National Institut of Standards and Technology)

e Nguyén ly:

e SU’ dung mot khoa K tao ra n khoa con K, K,, ..., K.
e Hoan vi di lieu (Initial Permutation)
e Thuc hién n vong lap, ¢ moi vong lap
DU liéu dugc chia thanh hai phan
Ap dung phep toan thay thé Ién mot phan, phan con lai gitr
nguyén
Hoan vi 2 phan cho nhau (trai < phai)
e Hoan vi di liéu (Final Permutation)




Simplified DES — Gigi thieu

e Giai thuat DES don gian hoa (S-DES) dugc phat
trién bdi GS. Edwward Schaefer tai Dai hoc Santa
Clara vao nam 1996.

e Giai thuat S-DES vdi it tham so0 han DES, chi
mang tinh han lam, giup sinh vién co mot khung
nhin tong quat trudce khi tim hiéu giai thuat DES.

e Mat ma hda: dung khoi bang ro 8-bit va khoa 10-
bit, san sinh khoi bang ma 8-bit.

 Giai mat ma: dung khoi bang ma 8-bit va khoa
10-bit, san sinh khoi bang ro 8-bit.




S-DES — Quy trinh chinh

e Mat ma hoa:
Ciphertext = IP1(f,,(SW(f,;(IP(Plaintext)))))
Trong do
K, = P8(Shift(P10(key)))
K, = P8(Shift(Shift(P10(key))))

e Giai mat ma:
Plaintext = IP-1(f,(SW(f,,(IP(Ciphertext)))))
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Figure 3.2 Key Generation for Simplified DES

S-DES - Sinh khoa

MOt khoa 10-bit dudc chia seé gilra nguGi goi
va ngudi nhan

Tu khda nay, 2 khda con dugc sinh ra dé
cung cap cho cac budc riéng biét cua qua
trinh ma hda va giai ma.

P10 c6 dang:

35274101986

P8 co dang:

6374851009

Vi du: khda 1010000010

P10: 10000 01100

LS-1: 00001 11000

P8 (K,): 1010 0100

LS-2: 00100 00011

P8 (K,): 0100 0011
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Figure 3.3 Simplified DES Encryption Detail
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S-DES — Mat ma hoa

» Ghép bit 1, bit 4 lam hang
e Ghép bit 2, bit 3 lam cot

R ~ * S
» Tra bang, déi gia tri ra s6 ’
nhi phan (2 bit)
e Vi du:
e Dau vao cua Sy la 0111
e Bit0&4: 01 = hang 1 .
S|

e Bit2 & 3: 11 = cot 3

e Tra bang dugc 0 = 00

0 1 2 3
0 1 0 3 2
1 3 2 1 0
2 0 2 1 3
3 3 1 3 2

0 1 2 3
0 0 1 2 3
1 2 0 1 3
2 3 0 1 0
3 2 1 0 3




DES

e Khoda
e Ly thuyét: 56 bits = 7 bytes
e Thuc t€ (trén Java) st dung 8 bytes (1 byte khong
su’ dung)
e Sinh ra 16 khéa con K,, K,, ..., K¢

o Khoi:
e 64 bits

» SO vong lap:
e 16
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DES — Tom tat giai thuat

e Tao 16 khda con
C[0]D[0] = PC-1(KEY)
for/=1to 16
C[i] = LeftShift[i](C[i-1])
D[i] = LeftShift[i](D[i-1])
K[i] = PC-2(C[i]D[i])
end for
e Ma hda khdi dir liéu
L[OJR[0] = IP(plain block)
fori=1to 16
L[i] = R[i-1]
R[i] = L[i-1] XOR F(R[i-1], K[i])
end for
cipher block = FP(R[16]L[16])




DES — Tom tat giai thuat
e Giai ma khoi di lieu
R[16]L[16] = IP(cipher block)
fori=1to 16
R[i-1] = L[i]
L[i-1] = R[i] xor f(L[i], K[i])
end for
plain block = FP(L[O]R[0])




DES — Panh gia hiéu nang

e Khoa 56 bits = cd 2°6 = 7.2 * 1016 khoa

 Tan cdng kiéu brute-force vdi 1 encryption/us
mat 1142 nam

e Trén thuc t€, vai nhirng thiét bi chuyén dung va
phan ciing dat tién (20 triéu USD vao nam 1977)
cO thé ‘bé khda’ DES trong 10 gid




An toan hon nira véi DES: 3-DES (TripleDES)

Ma hoa

»  DES » DES " DES

DES' [ DES DES1 |«

Giai ma




Giai thuat ma hoa khac

 Blowfish
o CH thé hoat ddng vdi b nhé < 5KB
« Kich thudc khda thay dodi, co thé dén 448 bit
e AES: Advanced Encryption Standard
e RC2 va RC4
e Do Ron Rivest(Ron’s code) dé nghi
e Kich thudc khoa tu 1 dén 2048 bit
e RC5
e Kich thudc khoa la mot tham so dau vao
o IDEA: International Data Encryption Algorithm
« Khoa 128 bit, dugc s dung bdi PGP
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Phuong phap ma hoa khoi - ECB

o ECB — Electronic Codebook

 Chia thong diép thanh cac khoi 64 bits, nhoi thém dir
lieu vao khoi cubi (néu can thiét)

e Ma hoa: C;, = E.(P))

Plaintext Plaintext Plaintext
HEEE T ToE T FFET LI BREEPENE
—— ' T ' -— — ..' - -
Block Cipher | | Block Cipher | Block Cipher |
Key —= Encryption | Key —*| Encryption | Key —= ' Encryption
¥ 'lIr ¥
8 I 0 i S 250 I Y O
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption
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Phuong phap ma hoa khoi - ECB

» Gidi ma: P, = D(C)
o Chi thich hgp cho viéc ma hda cac thong di€ép ngan. Bang ma cua thong
diép dai co tinh an toan khong cao.

Ciphertext Ciphertext Ciphertext
[TTTTTTT] EEEEEEER [ FT T |
Y v Y
Block Cipher Block Cipher Block Cipher
Key —=| Decryption Key ——= | Decryption Key —=| Decryption
' ' '
[TTTTTTT] [TTTTTTT] [ TTTTTTT]
Plaintext Plaintext Plaintext

Electronic Codebook (ECB) mode decryption
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Phucng phap ma hda khoi - CBC

o CBC — Cipher Block Chaining

» M3 héa: C; = E(C,.; XOR P)

 Ca hai phia ma hoa va giai ma déu dung chung vector
IV (initialization vector) dé thao tac trén khdi dir liéu dau

Plaintext Plaintext Plaintext
HEEEEE [TT 1111 [ [T ]11
Initialization Vector {IV)
[TTTT1 = - = £H
' T r
Block Cipher Block Cipher Block Cipher
Key * | Encryption Key *| Encryption Key = Encryption
L v ¥
[TTTTTT] [TTTTTT [TTTTTT]
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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Phucng phap ma hda khoi - CBC

» Gidi ma: P; = C;; XOR D(C))
e Chu y khoi dau tién:

» Cy = E(IV XOR P)

e P, = IV XOR D(C,)

Initialization Vector (IV) Ciphertext Ciphertext Ciphertext
LITTITTT] [TTTTTT] LITTTTTT] [TTTTTT]
v v _ v
Block Cipher EBlock Cipher Block Cipher
Key —=| Decryption Key —=| Decryption Key ——=  Decryption
L ¥ 'l'
I TTTITT] CITTTTTT1] T TTTTT1]
Plaintext Plaintex Plaintex

Cipher Block Chaining (CBC) mode decryption
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Phucng phap ma hoa khoi - CFB

o CFB — Cipher FeedBack

Initialization Vector (IV)
| | [ 11

l 1

Block Cipher Block Cipher Block Cipher
key ——=| Encryption Key —— | Encryption Key —=| Encryption
Plaintext - Plaintext _
[(TTTTITTT]—¢& o~ [IIITIT]—s Plaintext |
[TT T —=F
v
LI T 1 1] N I I LI T 1T T1]
Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption
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Phucng phap ma hoa khoi - CFB

Initialization Vector (IV)
HEREREEN

l . 1
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key ——= | Encryption Key —=| Encryption
e I EEEE R G =-—[TTTTTTT1] [ B | I [
Ciphertext 3 Ciphertext Ciphertext
EEEEEEEE L1111 HEEEEEEE
Flaintext Plaintext Plaintext

Cipher Feedback (CFB) mode decryption

~
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Phucng phap ma hoa khoi - OFB

e OFB — Output FeedBack
e Ma hoa
Initialization Vector (IV)
HEEEEEEN

l L .

Block Cipher Block Cipher Block Cipher
Key ——=| Encryption Key —=| Encryption Key ——=  Encryption
Plaintext Plaintext ‘ Plaintext
e [TTTTTT]—=i IIIIIIII—-L-ZE:]
' '
LI T ITT] [ T T T7 | [ [ 1 [ |
Ciphertext Ciphertext Ciphertext

Output Feedback (OFB) mode encryption
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Phucng phap ma hoa khoi - OFB
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e Giai ma

Initialization Vector (IV)
HEEEEEN

l . l
Block Cipher Block Cipher Block Cipher
Key ——=  Encryption Key ——=| Encryption Key —=| Encryption

Ciphertext Clphertext Ciphertext
[TTTTTTT]—= 1 (] T [T 1] —= 5

LI LT HEEEEN LI LTI
Plaintext F‘Iamtext Flaintext

Output Feedback (OFB) mode decryption




